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Fun Facts

• Avid football and baseball fan

• When not working I enjoy fishing and 

spending time with my family

• I have a 15-year career providing physical 

security designs and 19 years as a structural 

engineer
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Learning Objectives

• Learn and Understand

– Learn the basis for physical security design

–Understand the risk assessment process and how to 

develop design criteria

–Become familiar with the three major security criteria 

standards and how they work

–Obtain suggestions on how to minimize the impact on the 

cost of new and renovated construction



Physical Security Basics

• Concentric Levels of Protection

– Progressively reduces the threat as the distance to the asset decreases

– All of the individual protections form a Protective System

Outer Curtain 

Wall

Inner Curtain Wall

Drum Tower

Inner Gate

Outer Gate

Tower

Moat

Inner 

Ward

Outer Ward



Protective System
Protective System Functions

Detect Delay or Defeat Respond

•Electronic Security System

-Intrusion detection

-Alarm communication

-Alarm assessment

-Access control

• Security Forces

• Security Lighting

• Facility Personnel

• Responsible Citizens

• Barriers

- Fences

- Facility roof, walls, 

and floors

- Doors

- Windows

- Locks

• Distance

• Vegetation

• Procedures

•Interruption

-Communication 

to response force

-Deployment of 

response force

-Neutralization



Development of the Protective System



Risk Assessment Standards
• Prominent Standards

– ISC, The Risk Management Process for 

Federal Facilities

– DoD Security Engineering Facilities 

Planning Manual, UFC-4-020-01

• Other Standards

– TSA, Recommended Security Guidelines 

for Airport Planning, Design and 

Construction

• Results in Physical Security Design 

Criteria for a given project



Risk Assessment Standards

• 18 Asset Categories

• 10 Aggressor Types

• 13 Tactics

• 5 Levels of Protection



Risk Assessment Standards

• 5 Levels of Protection

• 33 Undesirable Events

• 93 Countermeasures



Risk Assessment Basics
• Asset
– Tangible and Intangible

– Supports building function

– Degree of debilitating impact if damaged or destroyed. 

• Threat
– Aggressor

• Existence

• Capability

• History

• Intentions

• Targeting

– Weapons, tools and tactics

• Vulnerable
– Weaknesses that can be exploited



Risk Assessment Basics

Planning Team 

Formation
Identify Assets

Asset Value

Identify 

Aggressor
Aggressor 

Likelihood
Tactics per 

Asset

Threat Level by

Likelihood 
LOP by Asset 

Value & Threat 

LvlRisk Calculation

Cost Increase

Acceptability of 

Risk & Cost
Design Criteria



Risk Assessment Basics

Planning Team 
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• Tangible

• Intangible



Risk Assessment Basics

Planning Team 

Formation
Identify Assets

Asset Value

Identify 

Aggressor
Aggressor 

Likelihood
Tactics per 

Asset

Threat Level by

Likelihood 
LOP by Asset 

Value & Threat 

LvlRisk Calculation

Cost Increase

Acceptability of 

Risk & Cost
Design Criteria

• Critical to User

• Population Type

• Impact on National 

Defense

• Replaceability

• Political Sensitivity

• Relative Value to 

User



Risk Assessment Basics

Planning Team 

Formation
Identify Assets

Asset Value

Identify 

Aggressor
Aggressor 

Likelihood
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Threat Level by

Likelihood 
LOP by Asset 

Value & Threat 

LvlRisk Calculation

Cost Increase

Acceptability of 

Risk & Cost
Design Criteria

• Criminals

• Protestors

• Terrorists

• Subversives



Risk Assessment Basics

Planning Team 
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• Likelihood of 

Success



Risk Assessment Basics

Planning Team 

Formation
Identify Assets

Asset Value

Identify 
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Aggressor 

Likelihood
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Threat Level by

Likelihood 
LOP by Asset 

Value & Threat 

LvlRisk Calculation

Cost Increase

Acceptability of 

Risk & Cost
Design Criteria

• Explosives & Incendiary 

Devices

• Standoff Weapons

• Entry

• Surveillance & 

Eavesdropping

• Contamination

• Waterfront attack



Risk Assessment Basics

Planning Team 

Formation
Identify Assets

Asset Value
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• Severity of 

Attacks

• Low

• Moderate

• Significant

• High



Risk Assessment Basics

Planning Team 
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Risk Assessment Basics

Planning Team 

Formation
Identify Assets

Asset Value

Identify 

Aggressor
Aggressor 

Likelihood
Tactics per 
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Threat Level by

Likelihood 
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Value & Threat 
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Cost Increase
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Asset Value x 

Threat Rating x 

Vulnerability 

Rating



Risk Assessment Basics

Planning Team 

Formation
Identify Assets

Asset Value

Identify 

Aggressor
Aggressor 

Likelihood
Tactics per 

Asset

Threat Level by

Likelihood 
LOP by Asset 

Value & Threat 

LvlRisk Calculation

Cost Increase

Acceptability of 

Risk & Cost
Design Criteria

If not acceptable 

adjust:

• LOP

• Threat



Risk Assessment Process

Risk = Asset Value x Threat Rating x Vulnerability Rating
Source: FEMA 426

Asset 

Value

Vulnerability

Threat

Risk 

Assessment

Mitigation 

Options
Design 

Criteria

Cost Analysis

Benefit Analysis

Mitigation 

Affect on 

Value

Mitigation Affect 

on Vulnerability



Risk Assessment Process
• Prioritize Risk = Asset Value x Threat x Vulnerability

• Identify Mitigation Options
– Reduce value, threat, vulnerability

• Estimate Cost

• Cost-Benefit Analysis
– By committee

• Protective Design Consultant

• Building Owner

• Tenant

• Security

• Site management

• Key Function Representatives

• Others

• Codify Design Criteria Source: FEMA 426

Some Cost

Reduced Risk

Greatest Cost

Lowest Risk

Risk Management Choices

No Cost

Greatest Risk
Do Nothing

Reasonable 

Measures

Harden Bldg.



Physical Security Criteria
• Prominent Design Criteria
– GSA Interagency Security Committee (ISC) 

Physical Security Criteria. (FOUO)

– DoD Minimum Antiterrorism Standards for 
Buildings, UFC 4-010-01

– VA Physical Security and Resiliency Design 
Manual (PSRDM)

• UFC 4-010-01 and VA PSRDM are both 
minimum standards deemed acceptable 
by Risk Assessments previously 
discussed. There are instances 
particularly within DoD where risk 
assessments determined threats 
beyond the scope of UFC 4-010-01



Physical Security Criteria Commonalities

• All three criterion address classifying the importance of the facility as 
is relates to the mission criticality 

• Mission criticality defines the importance the facility has to continuing 
the agency mission and what level of protection is needed to achieve 
the mission.

• UFC: Classifies buildings based on the number of “inhabitants” 
routinely occupying a space. These include uninhabited, inhabited, 
low occupancy housing and billeting facilities. With uninhabited and 
low occupancy housing being the lowest level of protection and 
billeting being the highest. The current version of the minimum 
standards UFC 4-010-01 has somewhat removed this from the 
standards but when specific threats are identified these 
classifications are still applicable



Physical Security Criteria Commonalities

• VA PSRDM: Classifies facilities 

using the Mission Critical 

Protected, Life Safety with 

Mission Critical Utilities/Systems 

and Life Safety Protected. 

Mission Critical Protected being 

the highest level and Life Safety 

Protected Being the lowest



Physical Security Criteria Commonalities

• VA PSRDM: Classifies facilities 
using the Mission Critical 
Protected, Life Safety with 
Mission Critical Utilities/Systems 
and Life Safety Protected. 
Mission Critical Protected being 
the highest level and Life Safety 
Protected Being the lowest

• ISC: Classifies facilities using 
the Facility Security Level (FSL) 
terminology. FSL’s  from FSL I to 
FSL V with I being lowest level 
of protection to V being the 
highest



Physical Security Criteria Commonalities

• All three criterion address facilities 
being new or existing and have 
requirements for each

• The ISC indirectly addresses 
existing facilities via use of the Risk 
Management process. However, the 
UFC and VA PSRDM are very 
specific to triggers that require 
existing construction be brought into 
compliance with current code 
requirements and or when existing 
construction does not have to be in 
compliance with current 
requirements



Physical Security Criteria Commonalities

• All three criterion address facilities 
being new or existing and have 
requirements for each

• The ISC indirectly addresses 
existing facilities via use of the Risk 
Management process. However, the 
UFC and VA PSRDM are very 
specific to triggers that require 
existing construction be brought into 
compliance with current code 
requirements and or when existing 
construction does not have to be in 
compliance with current 
requirements



Physical Security Criteria Commonalities

• All three criterion address physical security related to the main features of the 

facility including:

• Site Features

• Building Envelope and Structural System

• Building Systems

• Electronic Security 



Physical Security Criteria Commonalities

• Site Features

• All of the criterion address standoff distance from the building to parking and 
roads, vehicle barriers, perimeter fencing and lighting

• Building Envelope and Structural System

• All the criterion address blast design of the building envelope (walls, roofs, doors 
and fenestration), building entry layout, location of high-risk areas within a facility 
such as loading docks and progressive collapse mitigation.

• Building Systems

• All of the criterion address mechanical, electrical and plumbing system protection. 
Primarily focused on protection of critical infrastructure and the facility from 
chemical biological and radiological threats

• Electronic Security

• All of the criterion address access controls, intrusion detection, mass notification, 
video and electronic surveillance. Cyber is generally addressed in separate criteria 
documents



Physical Security Criteria Differences

• While there are a lot of commonalities to the 3 prominent criterion, they are all 
different. 

• A good analogy is that the criteria are all like apples, but one is a Fuji, one is a 
Honeycrisp, and one is a Granny Smith. They look like an apple and taste like one 
but all slightly different.

• Knowing the differences in the criterion is a key to saving time and cost on a given 
project and is one of the top sources of problems on physical security projects. 

• The majority of the A/E and vendor world is familiar with the UFC and ISC (GSA) 
requirements but frequently they all mixed together on VA projects. 

• Major differences between the criterion include site standoff requirements, building 
envelope blast design requirements and building system redundancy 
requirements. There are a fair number of other differences, but these are items we 
see frequently misused.



Physical Security Criteria Differences
• Key Site design difference between the 

criterion is required standoff for new facilities. 
All have very similar means to control 
parking and road access for existing 
facilities. 

• UFC 4-010-01 only measures standoff to 
installation perimeters. This was a major 
change from previous editions. 

• VA PSRDM: 50 feet for Mission Critical 
Facilities and 25 feet for Life Safety 
Facilities. These distances are regardless of 
height and or areas of the facility that have 
more than the required standoff distances  

• ISC: Determined by the security committee 
during the Risk Assessment Phase. There is 
no “set” standoff unless otherwise defined in 
a scope of work. 



Physical Security Criteria Differences

• Key building envelope design difference between the criterion is size of the blast 

threat. 

• UFC 4-010-01 currently does not require blast design. This was a major change 

from previous editions. However, if it is determined that a threat exists beyond the 

scope of the minimum standards blast design is required and the threat size is 

NOT the same as the other two criterion

• VA PSRDM: Not only is the blast threat different, but there are also instances for 

design of non-load bearing walls, windows and doors where there is an additional 

not to exceed pressure and impulse requirement that is much different than the 

other two criterion.

• ISC: Similar size threat as the VA PSDRM but blast response is different. 



Physical Security Criteria Differences

• Key building systems design difference between the criterion are the 

redundancy requirements. 

• UFC 4-010-01 currently does not address building system redundancy. 

• VA PSRDM: Specifically addresses redundancy requirements for electrical, 

telecom, water and mechanical distribution systems.

• ISC: Similar in scope and requirements to the VA PSDRM but can vary due 

to how the facility’s mission criticality. For example, a FSL III may lie 

between a Mission Critical facility and a Life Safety Protected Facility

• Electronic security has a number of differences between the criterion and 

should be approached on a per agency and locale basis.



Physical Security Do’s and Dont’s
• Do’s

• Involve Physical Security 

Design from the beginning. 

• Provide a clear and 

coordinated project scope

• Fully understand the 

project scope requirements 

• Provide clear and 

coordinated construction 

documents.

• Dont’s

• Use boiler plate scopes of work unless 

deemed appropriate by a risk 

assessment

• Wait until halfway through a project to 

involve physical security design. 

• Leave questions or assumptions 

regarding the physical security design 

unanswered or unverified

• Mix criteria between different 

government agencies

• Provide ambiguous and uncoordinated 

construction document requirements.



Physical Security Involvement

• Some aspect of physical security is required on every government project. 

• Involvement of a physical security professional should begin at the planning phase 

of a project with a risk assessment. This ensures that the requirements are clearly 

in the scope of work and the construction estimate is defined and includes cost for 

the protective system. Poorly written project scopes that only reference criterion 

are a major source of change orders and or increased design fees

• During the initiation of the design phase, the design team should have the 

physical security professional involved to ensure the scope is clearly defined and 

understood by all parties involved in the design. 

• Early involvement both on the planning and design phases of project ensures that 

both phases are clear on the requirements and do not require future re-work to 

incorporate the physical security design.



Project Scope Understanding and Clarity

• Clearly understanding the project scope and requirements is the most critical step 

in ensuring the delivery of the project on budget. Not fully understanding and 

clarifying the project scope generally leads to either over or under designed 

protective systems.

• Key questions regarding physical security that must be answer at the beginning of 

the project

• Is a risk assessment required? If not is there any outcomes of the risk assessment 

that would fall outside the scope of the governing criteria? If so, what is the 

governing risk assessment methodology?

• What is the governing physical security criterion for the project?

• Are there any criteria that are local to the installation or to the government agency 

that are required for use on the project? 



Project Scope Understanding and Clarity

• Is the project new construction or modification/renovation/addition to existing 

construction?

• What is the mission criticality of the facility? 

• Will there be intent on future vertical or horizontal expansion. If so, what impact 

will that have on the facilities mission criticality Ensure all interpretations of the 

scope of work and criteria related to the scope have been confirmed by the 

agency prior to commencing the design phase. 

• There are grey areas within any criteria that can be open to interpretation. 

However, the agency having jurisdiction is the final say on the criteria. 



Scope Understanding Example

• USACE Facility

• Primary body of the scope 
referenced the minimum 
standards UFC for the AT/FP 
requirements.

• Small excerpt referenced a 
Security Risk Analysis which 
identified a Medium Level of 
protection

• Medium level of protection is 
beyond the minimum 
standards and beyond what 
was designed for the project. 

• Interpretation was not fully 
confirmed



Poorly Defined Scope Example

• VA facility

• What is Future Growth?

• Mission criticality went from 

Life Safety as required by 

the current project to 

Mission Critical for the 

future growth.

• Leads to increased 

construction and design 

cost or reduction in 

programmed space to meet 

the budget



Clarity in Construction Documents

• Confusion in the construction documents are generally the biggest attributor to 

physical security costs and changes during the construction phase of a project. 

• The most common issue involves specification of delegated design of vendor 

products for the protective system. These products are typically windows, doors, 

glazed curtainwall and non-load bearing light gauge stud wall systems

• The most prevalent problem is specifying the incorrect blast loading criteria, blast 

loading response and acceptable testing method

• Most A/E firms and delegated designers of vendor products are familiar blast 

requirements of the UFC (DoD) and ISC (GSA). However, with that familiarity 

comes misuse on another agency’s project such as with the VA. There are 

instances where these more available designed and tested system will not work 

for the VA blast requirements.



Specifications Examples

• VA Facility

• Performance 

Specifications for 

blast resistant 

windows



Specifications Examples

• VA Facility

• Performance 

Specifications 

based on UFC 

criteria

• 100% incorrect



Specifications Examples

• VA Project

• Performance 

Specifications 

based on the 

correct VA criteria



Clarity in Construction Documents

• Another prevalent issue in the construction documents is unclear designation of 

the protective system on the contract drawings. 

• Generally, we see issues where window, door and curtain wall is not designated 

as blast resistant, and the contractor is left to “interpret” which of these systems 

are required to be blast resistant. If the contractor interprets wrong their pricing will 

be incorrect, and the pricing is rarely on the high end of the incorrect spectrum

• Other items that commonly do not get designated on the contract drawings are 

location of rated vehicle barriers, areas on the site that require no parking 

designations, incorrect use of straight-line vehicle approaches to the building, 

incorrect location of drive up drop off canopy structures and correct location of 

mechanical system intakes to name a few.



Drawing Examples

• Exterior Glazed 

openings

• No indication of 

blast resistance 

requirements

• Specifications did 

not indicate blast 

performance 

requirements

• All of which lead to 

changes and cost



Drawing Examples

• Drawing dedicated to 

showing the required 

standoff and that all parking 

and roadways are beyond 

the minimum standoff 

required by the VA criteria

• As a reviewer if this is not 

shown on a drawing it is the 

first clue that physical 

security is not a forefront 

part of the design



Drawing Examples

• Note no standoff distance is 

shown.

• If shown it would be obvious 

parking is within the 

minimum VA standoff.

• Straight line approaches are 

provided with no means to 

stop a vehicle.

• Involvement by the PSP 

didn’t happen until well after 

65% design phase. 



Drawing Examples

• Drawing 

dedicated to 

showing 

adjacencies 

required by the 

VA criteria.

• Great not only 

for the current 

project but 

future 

renovations 

that likely will 

occur



Drawing Examples

• Note no adjacencies 

shown.

• Violates the VA 

criteria.

• Critical issue as it 

affects every 

discipline on the 

project and could 

cause changes to the 

look of the facility and 

increase cost



Other Cost Saving Tips

• Standoff distance is your friend! Maximize it! Maximize standoff distance through 
means of more land or use of access-controlled parking. The cost of access-
controlled parking generally is less than the building hardening if not used

• Provide building mass to the building envelope. The mass dampens blast effects 
and is relatively inexpensive compared to additional hardening.

• Physical security design does not equal BUNKER type construction. The building 
envelope only needs to be hardened to respond to the required level of 
protection and no more. Overdesign for blast loading is not only more expensive 
it can be counterproductive

• Physical security design does not equal Prison/High Security type construction. 
Use of Crime Prevention Through Environmental Design (CPTED) concepts can 
provide a more welcome  less intrusive facility physical security design. CPTED 
options are generally less expensive and requires less maintenance and 
manpower 



Q&A AND FEEDBACK

Stephen Morgan, PSP

Innovative Engineering, Inc

3380 Trickum Road 

Building 500 Suite 100 

Woodstock, GA 

Email:smorgan@ieiusa.com

Phone: 678-883-5863
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