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Physical Security Criteria
Bridging the Gap Between Theory
and Practical Application




Welcome to Physical Security Critargridging the
Gap Between Theory and Practical Application

Moderator: Virgil Campaneria, AIA NCARB, Gurri Matute
Speakers:

A Scott L. Weiland, PE, Principle, Innovative Engineering, Inc.
A Stephen L Morgan, AT/FP Blast Consultant, Innovative Engineering, Inc.
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SAFETY
FIRST

PLEASE

TAKE NOTE
of the EXITS
in Case of an
EMERGENCY
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SILENCE
PLEASE

Please Silence Your
Mobile Phones.
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CREDITS & PRESENTATIONS

Earn 1 PDH/ AlA credit for attending this session.

Where are the forms@ww.samejetc.org

Presentations®@ww.samejetc.org
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http://www.samejetc.org/
http://www.samejetc.org/

Learning Objectives

A Learn and Understand
I Core principles of physical security design
iDepartment of Defense Physi c40 |

01 and 0401001
I Approaches to mitigate the hazards associated with Physical Security
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Risk Reduction Basics
Outer Curtain

Tower  prum Tower

Wall
Inner
Ward
Outer Gate . 2l Inner Curtain
Inner Gate Outer Ward Wl

A Concentric Levels of Protection Moat

I Progressively Reduces Threat
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Protective System

Protective System Functions

Detect

AElectronic Security System
-Intrusion detection
-Alarm communication
-Alarm assessment
-Access control

ASecurity Forces

ASecurity Lighting

ADoD Personnel

AResponsible Citizens

Delay or Defeat

ABarriers

- Fences

- Facility roof,

walls, and floors

- Doors

- Windows

- Locks
ADistance
AVegetation
AProcedures

ll‘x\‘l ] R EXP(

Respond

Anterruption
-Communication
to response force
-Deployment of
response force
-Neutralization
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DoD Ciriteria Evolution

Prescriptive Criteria

Performance Griterla
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DoD Ciriteria Starting Point

A 18 Asset Categories

UNIFIED FACILITIES CRITERIA (UFC)

DoD Security Engineering A 10 Aggressor TypeS

Facilities Planning Manual

A 13 Tactics

S A 5 Levels of Protection
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Design Criteria Development
UFC 402001 UFC 401001

aaaaaaaaa 1
1 Soptomber 2008 12 0ECEMBER 2018

UNIFIED FACILITIES CRITERIA (UFC) ] UNIFIED FACILITIES CRITERIA (UFC)

DoD MINIMUM ANTITERRORISM ]

DoD Security Engineering STANDARDS FOR BUILDINGS

Facilities Planning Manual

Asset Value 0.5

Distribution s unlimited.

| Design Criterig

All aggressor like
rating T 00.5

Risk Assessmen
Process
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Risk Assessment Process

Cost Analysis

Mitigation
Affect on
Value

Risk Mitigation Design

Vulnerability _ sig
Assessment Options Criteria

Mitigation Affect
on Vulnerability

Threat

Benefit Analysis

Risk = Asset Value x Threat Rating x Vulnerability Rating

Source: FEMA 426
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Risk Assessment Standard
Planning Team Threat Level by eI,

Formation Likelihood
|dent|fy ASSGtS LOP by Asset UNIFIED FACILITIES CRITERIA (UFC)
Value & Thre
Asset Value Risk Facilitios Planning Manual
Calculation
|dentify Cost Increase
Aggressor
Aggressor Acceptability of
Likelihood Risk & Cost
Tactics per Design Criteria

/ Sset DISTRIBUTION STATEMENT A: Approved for Public Release;
istribution is unlimited.
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Risk Assessment Standard
Planning Team Threat | evel bv i

Formation
|dentify Assets A Tangible UNIFIED FACILITIES CRITERIA (UFC)

A Intangible
DoD Security Engineering
Asset Value Facilities Planning Manual

Calculation
|dentify Cost Increase
Aggressor
Aggressor Acceptability of
Likelihood Risk & Cost
Tactics per Design Criteria

/ Sset DISTRIBUTION STATEMENT A: Approved for Public Release;
Distribution is unlimited.
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Risk Assessment Standard

Aggressor User

Aggressor

Likelihood

Tactics per Design Criteria
Asset

(&) 2013 JONEEUGINEER TRANINGLONFERENCE R

A Political Sensitivity
|dentify TA Relative Value to

Planning Team 1A Critical to User T
Formation 1|A Population Type
ldentify Assets IS | |N!FIED FACILITIES CRITERIA (UFC)
Defense
ASSELVAle A Replaceability e e
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Risk Assessment Standard

000000000

Planning Team Threat Level by | S
Formation Likelihood
ldentify Assets LOP by Asset

Value & Thre;a*

| A Criminals
Identify A Protestors

Aggressor A Terrorists

Aggressor A Subversives

Likelihood
Tactics per Design Criteria

UNIFIED FACILITIES CRITERIA (UFC)

DoD Security Engineering
Facilities Planning Manual

Asset Value

DISTRIBUTION STATEMENT A: Approved for Public Release;
Distribution is unlimited.
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Risk Assessment Standard
Planning Team Threat Level by 1 sepent i

Formation Likelihood
|dent|fy ASSG’[S LOP by Asset UNIFIED FACILITIES CRITERIA (UFC)
Value & Thre
Asset Value Risk Facilitios Plonning Manuel
Calculation
|dentify Cost Increase

Aggressor
Aggressor : A Likelihood of

Likelihood Success
Tactics per Design Criteria
Asset

(G205 J0TEENGINEER TRAININE LONFERENCE & EXPC WLSAMESETCOR
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Risk Assessment Standard

000000000

Planning Team Threat Level by | S
Formation Likelihood
|dent|fy ASSG’[S LOP by Asset UNIFIED FACILITIES CRITERIA (UFC)
Value & Threg _ o
Asset Value Risk Facilitios Planning Manual
Calculation
|dentify Cost Increase

Aggressor ; _ .
Aggressor Moo A Explosives & Incendiary Devices

Likelihood sl o0 A standoff Weapons
Tactics per A Entry
Asset A Surveillance & Eavesdropping
A Contamination
A Waterfront attack

) 2013:JO0EENGINEER TRAINIG CDNFERENCE & PG e, eI |

SENERRRNNNNND

T0mi) /I



Risk Assessment Standard
Planning Team

Formation
ldentify Assets

Asset Value

|dentify
Aggressor
Aggressor
Likelihood
Tactics per

Asset

(G205 10 RUGINEER TRAININGLONFERENCE & EXPO

Threat Level by
Likelihood
LOP by Asset

Value & Thre
Risk
Calculation
Cost Increase

Acceptability of
Risk & Cost
Design Criteria

A Severity of

Attacks
A Low =
A Moderate o,
A Significant —
A High

Facilities Planning Manual

DISTRIBUTION STATEMENT A: Approved for Public Release;
Distribution is unlimited.

WWW.SAMEJETC.ORG
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Risk Assessment Standard
Planning Team Threat Level by

000000000
11 September 2008

Formation Likelihood é k/lovc\;'
Identify Assets LOP by Asset SO R e
Value & Thre A High :
Asset Value Risk _A,\Le_'fz’_'j_'_él*l__;‘;:;‘:g

Calculation
|dentify Cost Increase
Aggressor
Aggressor Acceptability of
Likelihood Risk & Cost
Tactics per Design Criteria

/ Sset DISTRIBUTION STATEMENT A: Approved for Public Release;
Distribution is unlimited.
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Risk Assessment Standard

000000000

Planning Team Threat Level Dy [ L

Formation Likelihood
|dentify Assets LOP by Asset UNIFIED FACILITIES CRITERIA (UFC)

Value & Threj*
Asset Value Risk

Calculation
|dentify Cost Increase
Aggressor
Aggressor Acceptability of
Likelihood Risk & Cost
Tactics per Design Criteria

AR=AXxT,x(1aP)

Asset
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Risk Assessment Standard
Planning Team Threat Level by

Formation Likelihood
ldentify Assets LOP by Asset
Value & Thre
Asset Value Risk
Calculation
|dentify Cost Increase
Aggressor
Aggressor
Likelihood
Tactics per
Asset

Acceptability of
Risk & Cost
Design Criteria

62015 J0EENGINEER TRAINID LDNFERENCE & EAPO

000000000
11 September 2008

UNIFIED FACILITIES CRITERIA (UFC)

DoD Security Engineering
Facilities Planning Manual

If not acceptable adjust:

ALOP

A Threat

DISTRIBUTION STATEMENT A: Approved for Public Release;
Distribution is unlimited.

WWW.SAMEJETC.ORG
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Risk Assessment

A Asset Value
I Tangible and Intangible
I Supports building function
I Degree of debilitating impact if damaged or destroyed.

A Threat Rating

o -

Asset
Value

A Existence Threat
A Capability
A History
A Intentions
A Targeting
I Weapons, tools and tactics Vulnerabi
A Vulnerable Rating
I Weaknesses that can be exploited

2015 1OEENGINEER TRAINIDCONFERENCE & B s
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18 Asset

Assets

PeoplgMission Critical and General
Population)

Aircraft anccomponents at aviation facilities

Ships,boats and other watercraft

Vehicles and carriage mounted or towed weapons
systems and components

Petroleum, oils and lubricants (POL)
Arms,ammunition and explosives (AA&E)

Controllednedical substances

Comm./elect. test, meas. and dieguip. and tool kits
and night vision devices

Organizational clothing and individual equipment

TN

ategories

Facility Planning Manual

(UFC 4020-01)

\Y

< < < < < < < <

MinimumAntiterrorism
Standards for Buildings
(UFC 401001)

P
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Assets Facility Planning Manual MinimumAntiterrorism Standard
(UFC 492001) for Buildings
(UFC 4010-01)

Subsistence items abmmissaries, warehouses and Vv

troop issue facilities

Repairmarts at installation supply and direct support Vv

units

Facilities engineering supplies and construction Vv

material

Audiovisuaéquipment, training devices and sub Vv

caliber devices

Misc. pilferable assets and currencyegotiable Vv

instruments

Critical infrastructure and industrial equipment Vv

Controlled cryptographic items \%

Sensitivanformation Vv

Activities and operations \

n

I
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7/

10 Default

Aggressor Facility Planning Manual | MinimumAntiterrorism Standard
(UFC 4020-01) for Buildings
(UFC 401001)
Unsophisticate@riminals \%
Sophisticated Criminals \
Organized Criminal Groups \%
Vandals \
ExtremistProtest Groups \%
Domestic Terrorists Vv Vv
International Terrorists \' \'
State Sponsore@errorists Vv
Saboteurs Vv
Foreign Intelligencgervices Vv

I

il




13 Default Tactics

Tactic

Moving Vehicle Bomb
Stationary Bomb

Hand Delivered Bomb

Indirect Fire Weapon

DirectFire Weapon

Forced Entry
Covert Entry

Visual Surveillance
Acoustical Eavesdropping

Electronic Emanatiolisavesdropping

Facility Planning Manual
(UFC 402001)

\%
Vv
\Y
Vv
Vv
\%
\%
\%
\%
%

-

MinimumAntiterrorism Standardy

for Buildings
(UFC 4010-01)

i

P
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Airborne Contamination

Waterborné€Contamination

Waterfront Attack

13 Default Tactics (Continued)

Tactic Facility Planning Manual MinimumAntiterrorism Standard
(UFC 420-01) for Buildings
(UFC 410-01)

V Limited

f&:

i

|
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Level of Protection

Aggressor

Very High
High
Medium
Low

Very Low

Facility Planning Manual
(UFC 402001)

-

K < < <K <

MinimumAntiterrorism
Standards for Buildings
(UFC 4010-01)

i

|l

‘1

o
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Risk Assessment
A Prioritize Risk = Asset Value x Threat x Vulnerability

A Identify Mitigation Options

I Reduce value, threat, vulnerability
A Estimate Cost
A CostBenefit Analysis

I By committee
A Protective Design Consultant
A Building Owner
A Tenant
A Security
A Site management
A Key Function Representatives
A Others

A Codi Design Criteria

Risk Management Choices

Do Nothing > No Cost
Greatest Risk

Some Cost
Reduced Risk

Greatest Cost
Lowest Risk

Source: FEMA 426

37015 J0FEEUGINEER TRAINIG EONFERENCE  EYP )
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Risk Assessment Standard
I DoD Security Engineering
Facilities Planning Manual,
UFC 402001

I Require Risk Analysis

I Results in Design Criteria

I May Reference FOUQO Support
Standards

T Or DoD Minimum
Antiterrorism Standards for
Buildings,

UFC 401001

o N
l, & y \... . ‘= i . l ‘ N '
\ ) |
/)
—

(A0

11 September 2008

UNIFIED FACILITIES CRITERIA (UFC)

DoD Security Engineering
Facilities Planning Manual

Distribution is unlimited.




Risk Assessment Standards
A Prominent Standards

1 ISC, Physical Security Criteria for Federal Facillii¢ -]

(FOUO) 5

I DoD Security Engineering Facilities Planning (S E‘—“
JFE4-02001 Tl e
A Other Standards e ey Ee

I TSA, Recommended Security Guidelines for Airpo
Planning, Design and Construction

A Require Risk Analysis it o et
A Results in Design Criteria

lidelines
n and Construction

() 20 IEENGINEER TRAININGCONFERENCE & EXPO WWSAVESETG 08
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Risk Reduction Criteria
Prominent Design Criteria

UFC 401001

Safety & Mission Critical Facilities
A Minimum Standards

GSA¢s I nterpretation
Committee (ISC) Physical Security Criteria. (FOUO)
I DoD Minimum Antiterrorism Standards for Buildings,

I VA Physical Security Design Manuals (PSDM) for Lif

A Need to be adapted to private facilities

(A0

I GSA Facility Security Requirements for Explosive
Devices Applicable to Facility Security Levels Il and I

aaaaaaaaa

UNIFIED FACILITIES CRITERIA (UFC)

DoD MINIMUM ANTITERRORISM
STANDARDS FOR BUILDINGS

of

LIFE-SAFETY PROTECTED

J*‘A-ﬁ b

ncy

MISSION CRITICAL FACILITIES

' Physical Security
Design Manual for

VA Facilities

4 Department of Veterans Affairs
( Washington, DC 20420
= S g FINAL DRAFT

Secu

s

1
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Risk Reduction Design Criteria '

T DoD Minimum Antiterrorism
Standards for Buildingg FC 4010

01

AMinimum Standards
AConsider Installation Specific Threats

UNIFIED FACILITIES CRITERIA (UFC)

DoD MINIMUM ANTITERRORISM
STANDARDS FOR BUILDINGS

APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED

1




DoD Minimum ATFP Criteria
A DoD Design Criteria

A Combination of performance
and prescriptive
requirements.

(A0

UNIFIED FACILITIES CRITERIA (UFC)

DoD MINIMUM ANTITERRORISM
STANDARDS FOR BUILDINGS

APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED

1




Questions?
Next: DoD Minimum Antiterrorism Standards for Buildings
Stephen L Morgan

I
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UFC 401001 Content Overview

A Intent of UFC-910-01

A Recent Changes

A Applicability

A Standoff Distance

A Standards within the UFC
A Recommendations

A Expeditionary Structures

UNIFIED FACILITIES CRITERIA (UFC)

DoD MINIMUM ANTITERRORISM
STANDARDS FOR BUILDINGS

APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED




Intent of UFC-010-01

A Reduces Collateral Damages and the Scope and Severity of Ma
Casualties buildings in the event of a terrorist attack

ACost effective, implementable and enforceable méanstecting
DoD personnel against a terrorist attack

0 TRNIRENYINEERFNCE R FYPT i [T
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Recent Changes to UFGI-01

A Standoff Distance now are only measured to the installation
perimeter.

A Blast design requirements have been eliminated
A Installation perimeter clear zone has been added
A Standards 3 and 4 have been removed

0 TRNIRENYINEERFNCE R FYPT i [T
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Applicability of UFC @1.0-01

A All new norexempt buildings shall comply with the UFC includin

I DoD Occupied Buildings

i Non DoD Tenant Buildings on DoD property

i National Guard Buildings
I Visitor Centers and Museums

I Visitor Control Centers at entry control Facilities/Access control points

I Expeditionary

licee) Il I‘= ; N TR\ N I ]

(2D
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Applicability of UFC @1.0-01
A Existing Buildings shall comply with the UFC when Triggered by the

following
I Major Investmert When renovation exceeds 50% of the total plant
replacement value ,excluding costs to meet this standard.

i Change of Occupan&y.ow occupancy to inhabited

i Window, Skylight and Glazed Door Replacement and Installation

I HVAC Improvements

0 TRNIRENYINEERFNCE R FYPT i [T
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Applicability of UFC @1.0-01
A Building Additions
I If addition area is greater than 50% of the existing building

A Leased Buildings
i Shall conform with Interagency Security Committee standards

A DoD Purchase of Existing Buildings
A Privatized Buildings

I

(111111
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Exemptions of UFC-@10-01
A Buﬂdlngs exempted from all provisions in the UFC

' Low occupancy family housing
Low occupancy buildings

Fisher houses with 24 units or less

Town Centers
Enhanced Use leases

Transitional Structures and spaces
Temporary relocatable buildings

Parking structures

N
ee) 2019 IDIEE 2 TRAININENSINFER
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Building Categories
A Inhabitedd Buildings sheltering DoD personnel routinely occupiet
11 or more and a populations density of more than 1 person/430

A Low Occupancd Buildings sheltering DoD personnel routinely
occupied by fewer than 11 or population density less than 1
person/430 SF

A Historic Buildings
I Determine adverse affects caused by standard implementation
I Historic status does not negate the implementation of the standard

o TRAINNENDNFERENCE & EXPC L T
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Standard & Standoff Distance
Standard A Unobstructed Space
Standard & Removed

Standard 4 Removed

or on Roof Tops
Standard @& Progressive Collapse
Standard ‘A Structural Isolation

Standard & Building Overhangs and
Breezeways

Standard @ Exterior Masonry Walls
Standard 1@ Windows and Skylights

A
A
A
A
A
A
A
A
A
A

Standard % Parking Beneath Building

To Po Po Po Do Io Do Do Do Do Do

Standards Within UFE040-01

Standard 11- Building Entrance Layout
Standard 12 Exterior Doors

Standard 1& Mail Rooms and Loading
Docks

Standard 14 Roof Access

Standard 1% Overhead Mounted
Architectural Features

Standard 1&Air Intakes

Standard 1A Mail Room and Loading Dock
Ventilation

Standard 18 Emergency Air Distribution
Standard 1@Equipment Bracing
Standard 2@Under Building Access
Standard 2 Mass Notification

R EAPC WELETC O




Standoff Distanc& Standard 1
A What is Standoff Distance?

i Previously this was measured to parking, roadways and controlled
perimeters. All this information still resides in Appendix B of the docum

i Now standoff distance is only measured to the installation perimeter

i If building is off an installation development of the Design Basis Threat
Associated Standoff distances in accordance with {0BCGQL is required

10 RN N TR \I ) R EXP( / . - | ||\\\\1\H1
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Standoff Distanc& Standard 1

A Important Site Features
i Installation perimetéra physical boundary around an installation.
i Clear Zona Areas established around perimeters to provide unobstruct
views to enhance detection and assessment.

i Unobstructed Space

A Space that extends from the building that precludes the concealmer
explosive devices with dimensions of 6 in or larger from observation




Standoff Distanc& Standard 1

I Trash Containers

ANot allowed within the unobstructed space unless secured to preclude concealn
explosives or if they are enclosed (Gaps in all sides of enclosure no larger 6 inc
with top having a pitch of 1 vert. to 2 horiz.)

i Adjacent Existing Buildings

ABuildings adjacent to new or existing building projects which may or may not ha
been designed to the current or previous standards

(111111




Standoff Distanc& Standard 1

i Installation perimetér Standoff distance buildings from the installation
perimeter shall be 20 feet if a 30 foot clear zone outside the installation
perimeter is provided. If no clear zone is provided then a 50 foot minim

standoff to the installation perimeter is required
i Unobstructed Space33 feet
i Adjacent Existing Buildings

AMinimum of 33 feet to new buildings.
AExisting buildings require the 33 foot unobstructed space




S ite Layo ut F i g u re- B Figure 3-1 Installation Perimeter with Outer Clear Zone

““MinClear Zone' | """
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S ite Layo ut F i g u re' 2 Figure 3-2 Installation Perimeter without Outer Clear Zone

0. UnobstructedSpace

XP0 WWW.SAMEJETC.ORG
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Standards Within UFC-040-01
A Standard & Standoff Distances

i ldentifies standoff distances for new and existing buildings. Discussed in previo
A Standard & Unobstructed Space

I Space around inhabited buildings in which there are no opportunities for concealment from
observation of explosive devises 6 inches or greater in height or width.

i The unobstructed space extends from the walls of the building out to the conventional construc

standoff distance.

i Where controlled parking for existing buildings is utilized, pedestrian access control must alsq |

to mitigate the threat of a hand delivered device

i If more that two sides or within the unobstructed space, container must be 5 sided and prevennt

concealment of an object 6 inches or greater in height or width

I Fuel Tanks can be located within the unobstructed space provided they do not provide conceal

US| ¢

I
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Standards Within UFC-040-01

A Standard % Drive Up/ Drojoff Areas
i Removed from the UFC

A Standard 4 Access Roads
I Removed from the UFC.

A Standard % Parking beneath Buildings or on Roof Tops
I Avoid these conditions if at all possible
I Provided access control incorporate mitigating measures

D[ : 8
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Standards Within UFC-040-01
A Standard @ Progressive Collapse

i Applies to all buildings with Risk Category Il of Higher.

I Follow the requirements URO2B-03 Addresses the design procedure for progressiv
collapse

I Interior columns and walls must be evaluated at underground parking and uncontr

public access

(111111




Standards Within UFC-040-01

A Standard A Structural Isolation

i Building additions that are required to comply with these standards are to be strugt
independent from existing adjacent building which do not meet these standards un
Is shown through analysis that collapse of the addition or existing adjacent building
not result in collapse of the remainder of the building.

i Low occupancy portions of buildings must be structurally isolated from inhabited
portions of the building




Standards Within UFC-040-01

A Standard & Building Overhangs and Breezeways
i Avoid building overhangs where inhabited space is locatetth®werhang

A Standard % Exterior Masonry Walls
I Unreinforced masonry walls are not permitted in new buildings

I For wood or metal studs refer to Tabke fGr requirements to meet the UFC (Previous
UFC Conventional construction design assumptions)



